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Abstract A hidden Markov model (HMM) comprises a state with Markovian dynamics that can
only be observed via noisy sensors. This paper considers three problems connected to HMMs, namely,
inverse filtering, belief estimation from actions, and privacy enforcement in such a context. First, the
authors discuss how HMM parameters and sensor measurements can be reconstructed from posterior
distributions of an HMM filter. Next, the authors consider a rational decision-maker that forms a
private belief (posterior distribution) on the state of the world by filtering private information. The
authors show how to estimate such posterior distributions from observed optimal actions taken by
the agent. In the setting of adversarial systems, the authors finally show how the decision-maker can
protect its private belief by confusing the adversary using slightly sub-optimal actions. Applications

range from financial portfolio investments to life science decision systems.

Keywords Belief estimation, counter-adversarial systems, hidden Markov models, inverse decision

making, inverse filtering.

1 Introduction

Nowadays, model-free techniques such as reinforcement learning aim to learn a controller
policy directly from data of a process to be controlled. These techniques may require an
unreasonably large number of interactions with the process to determine a satisfying performing

controller. This is because the data has to supply the lack of prior knowledge on the process
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1802 LOURENCO INES, et al.

usually encoded in a model. Such models can, in many control applications, be identified
from optimally designed input and output datal'> 2. However, for more integrated intelligent
systems, the behaviour of the systems can only be indirectly observed from alternative sources
such as state observers, beliefs, or control decisions.

Since the pioneering work of Kalman[®, there have been numerous applications of inverse
optimal control. More recently® ®!, the inverse problem for discrete-time Linear Quadratic
(LQ) Regulators over finite-time horizon has been considered, in which the identifiability of the
corresponding model structure is fully studied. Specifically, the unknown parameters in the
quadratic objective function are reconstructed using the given discrete-time linear system dy-
namics and its noisy measurements of the output. In [6], the continuous-time inverse quadratic
optimal control problem over finite-time interval is studied, in which the first complete result
on the necessary and sufficient conditions for the existence of the corresponding standard lin-
ear quadratic cost functions is obtained. The problem of inverse reinforcement learning for
Markov decision processes concerns how to reveal a reward function from observed optimal
behaviour, [7]. An important application concerns finding the reward function of an expert for
apprenticeship learning settings!®.

The corresponding problem of inverse filtering concerns how to recover the stochastic dy-
namics from observations of the optimal state estimator, including its uncertainty. Inverse
filtering for hidden Markov models was first studied in [9]. There is a family of inverse prob-
lems that depend on what is unknown. A complete solution to this problem is presented in [10].
The inverse Kalman filtering problem for linear Gaussian systems has been studied in [11], and
is related to the inverse LQ control problem.

The work presented in this paper builds on results for inverse filtering. We present tools
for learning a model of a process from an alternative source: data from a filter acting on it
or observed optimal actions. The algorithms will be described within the context of “counter-
adversarial systems”. Figure 1 shows the structure of the problems to be studied.

State Obser- Belief . Action
World Sensor T Filter »| Policy ——»

Figure 1 Schematic problem description

A sensor measures the current state of the world (or system), and generates observations (or
data). This data is filtered to compute the posterior distribution of the state. This forms the
belief of an agent, who then decides on an action according to an optimal policy. The objective
of this paper is to study the corresponding inverse problems for systems described using hidden
Markov models, from the corresponding estimation and optimization problems.

The main contribution of this paper is to describe solutions to the following three questions.

— The first question is how to estimate the world and sensor model of an agent based on
observed posteriors/beliefs?

— The second question is how can the agent’s belief be estimated from observed actions?
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— The third question is how to perform slightly sub-optimal decisions in order to make it
difficult for a possible adversarial agent to estimate the private belief?

The first problem has been previously studied in the context of inverse filtering!® 9. The
presented solutions to the second and third problems build on the conference papers [12-14].

2 Background

In this section, we present the notation used throughout the paper and introduce the Markov
models considered, namely Markov chains!*® and hidden Markov models™'® which are widely
known and have been extensively studied in the literature for more than fifty years.

2.1 Notation

All vectors are column vectors unless transposed, -T. The vector of ones is represented as 1.
The element at position ¢ of a vector is denoted [-]; and at row ¢ and column j of a matrix as [-];;.
The operator diag(-) : R® — R™*™ applied to a vector results in the placement of the vector
on the diagonal of a matrix with all other elements zero. The indicator function I{-} equals
one if - is true and zero otherwise. We employ zg.;, as shorthand for the sequence zg, z1, - - - , 2,
and define 211, = @. Inequalities (<, >) between vectors are evaluated element-wise. The
probability of event - is given by Pr[-] and the probability density (or mass) function by p(-).
The expected value of a random variable X is denoted as E{X}. The set of positive real

numbers is denoted as R;. The symbol ~ means “distributed according to”.

2.2 Markov Chains, Beliefs in HMMs, and Policies

In this section we explain in bold each of the blocks of the diagram in Figure 1.

A discrete-time stochastic process is a sequence of random variables {zy, k = 0,1,---}.
Each element {1,2,---, X} of the state-space X’ of the stochastic process is called a state
x € X of the process, where k represents its evolution over time. The Markov property asserts
that the state x; of the process depends only on the previous state, ;1. A stochastic process
that satisfies the Markov property is called a Markov chain. The probabilities of transitioning

from one state to another can be summarized in the X x X transition matrix, P:
[P]ij = Pl“[xk-i-l = j|33k = i]7 (1)

with 7,7 € X and where 0 < [P;];; < 1 and Z;il[P]ij =1, or, equivalently, P1 = 1, and in
which the dynamics are assumed to be time-invariant.

Markov chains assume that the state of the system (interpreted as the state of the world, or
the agent’s external environment later) is fully observable. However, in most settings this is not
the case. Hidden Markov models (HMMSs) are finite-state Markov Chains measured through
a sensor via a noisy observation process, which means that the state of the system evolves
stochastically with time, but is only partially rather than fully observable. The unknown states
are denoted hidden states, xy € X, and the observations y; € ). HMMs are therefore
parametrized by transition probabilities, P, just as Markov chains, but also by observation

likelihoods B, that determine the probability (or probability density, if } is a continuum) of
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an observation yi being obtained in state xi. The Markov property still applies to the hidden
states, as in (1). In general, the observation likelihoods are conditional probability densities,
but for a finite-dimensional observation process, Y = {1,2,--- Y}, they can be summarized in

an X X Y observation matrix with elements:
[Bloy = Prlyr =y | 2 = x]. (2)

Here, x € X and y € ). Moreover, B > 0 and Z;ZI[B]W =1 or, equivalently, B1 = 1.

Given an HMM and a set of observations O = {y1,¥2,- - ,yr}, the problem of estimating
the hidden state of the system at a certain time given observations up to (and including) that
point in time, is called filtering. In Bayesian state estimation, optimal filtering techniques
can be used by the agent to solve the filtering problem. Examples are Kalman filters, if the
observations are generated by a linear and Gaussian process!'”, and HMM filters, if the state-
space is discrete!'®. The filtering process can, however, depend on more subjective and abstract
information, such as the beliefs and opinions of an investor listening to rumors or gossip.

The HMM filter is a recursive algorithm for computing the posterior distribution 7, € RX,
also referred to as the belief:

[meli = Prlar =i | yrx ], (3)
where 7 > 0 and 177 = 1. Given knowledge of the model parameters P and B, the iterative
update of the belief is given by the function T'(m, — 1, yx) as

. By, P'm_,

7 = T(mgp—1,yr; P, B) = W, (4)
where B, = diag(Be,) € RX*X is a diagonal matrix of the yth column containing the obser-
vation matrix B. More details can be found in [16].

Based on the beliefs or preferences, decision-making is the process of performing decisions
by choosing one amongst several alternatives. Therefore, the diagram from Figure 1 is extended
with a component designated as policy, GG, where u; € U is the action performed based on
the current belief 73, and U is the decision set. Assuming U to be a finite set of actions, G is
in full generality a probabilistic policy: given a belief 7, it assigns a probability to each action
Pr[ur = u|m, = w]. In many applications, the policy reduces to a deterministic policy (where
the distribution G is a degenerate probability mass function).

To summarize, the dynamics of filtering and decision-making in HMMs that are schemati-
cally represented in Figure 1 are mathematically given by

world: =z ~ P, g~ 7,

sensor: Yy ~ B, 5)
filter: 7w = T'(mk—1,yx; P, B),

policy: wuy ~ G.

3 Inverse Filtering

In Subsection 2.2 we have stated the filtering problem as: Given observations about a system,

what can be said about its state? This problem can be solved in a recursive manner using an
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HMM filter, as described by (4).
The inverse filtering problem, on the other hand, consists of estimating information about
the system from the belief vector of a filter applied to the system. This can be formulated as:
Problem 3.1 (General Inverse Filtering) Given m,ms, -+, 7N, what can be concluded

regarding:

o the parameters Pyiger and Bgiger of the HMM filter?
e the observations y1,y2, -+ ,yn?
e the true transition and sensor matrices P and B of the HMM?

This problem is schematically represented in Figure 2.

State Observation - Posterior
System Tk Sensor Yk Filter Tk

P B d T

Figure 2 A sensor measures the current world state, zy, and obtains information y,. By
filtering this information, using (4), an agent obtains a private belief 7. The
inverse filtering problem consists of estimating characteristics of the HMM based

on knowledge about the posterior distribution
Before presenting our main result on inverse filtering, the following remarks are important:

e If only the posteriors 71, ma, - - - , mn are available, but no prior knowledge on the structure
of P and B is given, it is not possible to recover the actual observations yi, 42, , YN,
even if the set ) was known, since exchanging, say, the values 1 and 2 in an observation
sequence is equivalent to exchanging the first and second columns of B. Thus, in the
most optimistic scenario, we can only hope to recover the observation sequence up to

relabelling.

e If the observation sequence could be exactly recovered (up to relabelling), one could

run an HMM parameter estimation algorithm such as EM (Baum-Welch)®!

or spectral
learning'?) on such sequence in order to estimate P and B. Thus, the important question

that remains is whether one can recover Pgiter, Baiter and y1,Y2, - , YN -

The following result provides a positive answer to the question in the previous paragraph!!?:

Result 1 Assume that P, B are positive matrices. Then, Pgjter, Baiter and y1, 92, , YN
can be recovered from a finite number of measurements k using a nullspace clustering algorithm?*.

TIn this section, to allow the HMM filter to be designed based on a wrong model of the HMM whose state is
being estimated, we will denote by Pgier and Bgger the respective transition and sensor matrices used by the
HMM filter, instead of the P and B matrices that appear in (4), respectively.

IThe validity of this result depends on the exactness of the convex relaxation used in the nullspace clustering
algorithm.
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Note that the theorem does not require that Pgyer = P or Bgiter = B, i.e., the HMM filter
does not need to be perfectly matched to the HMM it aims to estimate!

We now provide a rough idea of the derivation of Result 1, and a sketch of the nullspace clus-
tering method that can solve the inverse filtering problem. The HMM filter update equation (4)

can be written as
(mj_y @ [med ™ — 1) vec(diag(bp'") Priger) = O,

where ® denotes the Kronecker product, and vec is the (column) vectorization operator. Accord-
ing to this equation, the matrix (m}_, ®[mx 1T —1I]) is known for each k, while vec(diag(bi!*") Py, )
lies in its nullspace. One can recover vec(diag(bi*") P ) by “clustering” matrices (7_; ®
[1x 1T —I]) into groups such that the intersection of the nullspaces of the matrices in each group
has dimension equal to 1. Once a basis vector for each of these common nullspaces has been

determined, vec(diag( )Pg. ) can be found by normalization (see [10] for details), and then

bﬁlter
Yr
Patter and Bgier can be computed by noticing that 23;1 vec(diag(bier) PL. ) = vec(Pho.)s
which gives P, and from this one can determine the columns of B.

To cluster matrices (7}, ® [m, 1T — I]), one can solve the following convex optimization

program, which is a convex relaxation of the nullspace clustering problem we aim to solve:

N N
min 305 iyl

{“’k}kj-vzl

i=1 j>i
st. (mf_, @ [mlT — 1wy, =0, fork=1,2,--- N,
wy > 1, for k=1,2,---,N.

The solutions wy,ws, - ,wy of this problem correspond to vectors in the nullspace of each

matrix (7} @ [m, 1T — I]) satisfying the condition stated above.

Note that computing Phiter, Briter and the observations y1, y2, -+ ,yn is not an estimation
problem, in the sense that there is no noise to filter out, thus these quantities can be obtained
exactly with an (almost surely) finite number of samples! A necessary condition for this is
that the number of samples must be large enough so that the (a priori unknown) observation
sequence 41,2, - - ,yn includes all possible values in ).

In case the posteriors 7 are contaminated with noise, it is possible to modify the clustering
algorithm above to estimate the Phiter, Balter matrices, using a technique such as spherical
K-means?). See [9] for a version of such algorithm to recover Bpgiier when Pgiger is known.

The problem of inverse filtering has been extended by the authors in [11] to the case of
linear Gaussian systems, where the HMM filter is replaced by a Kalman filter.

3.1 Example: Sleep Tracking

To illustrate an application of inverse filtering, we provide in this section an example related
to sleep tracking; see [9] for further details. Doctors have classified the sleep stages of humans
into five categories: wake, S1, S2, slow wave sleep (SWS) and rapid eye movement (REM).

These stages are not directly measurable, but commercially available sleep trackers can estimate
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them through measurements of hearth rate, wrist movements, electroencephalograms (EEG),
or other means, by implementing an HMM filter where the underlying state is the current sleep
stage of the user.

Inverse filtering can be used in this setup to diagnose possible malfunctioning of a sleep
tracker. For simplicity, we will assume that the transition matrix P is known, since manually
labeled data is publicly available from which P can be estimated.

By suitably discretizing EEG data of patients from which sleep stages have been manually
tagged by doctors (which will be assumed as the true underlying state of an HMM), an HMM
filter has been fitted to the data, which resembles a sleep tracker. Figure 3 shows the sleep pat-
tern of a patient, as well as the mean of the posterior distribution provided by our HMM filter.
The results of applying inverse filtering to this data, as a function of the standard deviation of
the noise present in the posterior of the HMM filter, are presented in Figure 4. As this figure
shows, inverse filtering can be highly successful in recovering the observation sequence as well

as the sensor matrix when the noise level is reasonably small.

REM
SWS
52

S1
WAKE

hours in bed

Figure 3 Sleep pattern of a patient over one night: Current sleep stage (in black), and mean
of the belief distribution delivered by HMM filter (in red)
Correctly recovered observations
1 |
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Figure 4 Top plot: Fraction of correctly recovered observations as a function of the standard

deviation of the noise contaminating the belief, . Bottom plot: Error in the

estimation of the sensor matrix B, as a function of o
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4 Belief Estimation from Decisions

The inverse filtering problem presented in Section 3 showed that from the knowledge of
the private belief of the agent, different characteristics of the model can be reconstructed.
However, access to the agent’s private belief is not always guaranteed. Hence, the following

question arises:

Problem 4.1 How can the private belief of an agent be estimated by observing its deci-
sions?

The problem of reconstructing the beliefs of an agent establishes a basis for solving inverse
filtering problems, such as the ones from Section 3, and, from there, questions such as how
accurate are the adversary’s sensors and how should we design our state sequence (transition
kernel) to as accurately as possible estimate the adversary’s sensors or confuse it. It is also
necessary for, in a realistic setup, analyzing its behaviour as well as predicting its future actions.
This problem has practical implications in, not only electronic warfare (where predicting the
future actions is central to establishing counter-measures) and cyber-physical security, but also
in, e.g., radar calibration and interactive learning[?.

Based on some cost function (or via other means), the adversary acts according to a policy
G (which can be either stochastic or deterministic, as discussed in Subsection 2.2). We present
answers to Problem 4.1 in two different settings. In Subsection 4.1, we study an approach
for estimating the private beliefs given knowledge of the observed actions and of the state
sequence. For this case, we present the optimal smoother for inverse filtering in adversarial
systems, obtaining a full probability distribution over the possible beliefs. In Subsection 4.2,
we present an alternative approach for estimating the private belief of the decision-maker based
on its actions, this time without any assumptions on the belief generating process. We derive a
set of private beliefs that are consistent with the observed actions, and present results specialized
in a case-study on regime-switching portfolio allocation.

Figure 5 represents the general scheme considered in both parts of this section where the

green arrow represents the question posed in Problem 4.1.

State Observation - Posterior X Action
System Tk Sensor Yk Filter Tk Policy U
P B " T G >

Figure 5 Acting rationally according to a certain policy and its private belief 7, the agent
optimizes a cost function and performs an action uy. The inverse problem here

consists of estimating the private belief based on the action performed

4.1 Estimating Private Beliefs Using a Bayesian Approach

This section considers a way of estimating an agent’s private beliefs in a Bayesian frame-
work, where the generative model of the agent’s beliefs is known, and the policy can be of a
general structure. More specifically, we consider fixed-interval smoothing problems for counter-

adversarial autonomous systems, where an agent i) measures our current state via a noisy
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sensor, ii) employs an autonomous filtering and control system that computes a posterior es-
timate (belief) of our state and iii) takes an action that we can observe based on its control

policyl2L> 22!

. Mathematically, this corresponds to a game between two players (us and the ad-
versary), where the knowledge of each player is the following. We know xj, (our true state), the
adversary knows y; and 7 (its measurement and state estimate), and both can see the action
uy, selected by the adversary. The dynamics of the game are given by the model presented in (5)
and as described throughout Section 2.

Based on observed actions ui.ny and knowledge of our states xg., our goal is to estimate
the past and present beliefs of the adversary. Formally, the central question here is posed as a

reformulation of Problem 4.1 as:

Problem 4.2 Suppose the probability distributions P, G, and B are known, as well as
the initial belief my. Given knowledge of our state sequence xg.nx and recorded actions of the
adversary u1.y, what can be said about the corresponding (for us, unobserved) past and present
beliefs 7y, of the adversary?

4.1.1 Optimal Smoother for Estimating Beliefs

Given measurements up to time N > k, the goal of Problem 4.2 is to determine the condi-
tional distribution of the belief at time k. This is a well-studied problem for partially observed
dynamical models, generally referred to as the smoothing problem!*®: 18] It corresponds to
computing the (fixed-interval) smoothing distribution

def.
ak\N(ﬂ-) = p(ﬂ-k = 7T|U1;N,x0;N), (6)

which computes the posteriors over all the past beliefs, where N is fixed and 1 < k < N. Note

that oy n(-) is a density over II, where Il is the recursive sequence of belief sets:

11, % {T'(myy):yed,melly_1}, (7)

initiated with IIy = {mo}. Our approach builds on [21] and relies on the optimal inverse filter
(which computes the posterior over the current belief given a state-sequence and actions). The
optimal smoother we compute includes more information than the filter, yielding therefore more

accurate estimates (in a mean-squared error sense)[m.

Theorem 4.3 For a discrete adversarial system, the smoother ay n(m) can be evaluated
via
Brin () ok ()

ouln (T) = > e, Brn (2)an(2)’ ®)

for m € I, where ay(w) is the optimal inverse filter ay(m) def- p(mr = w|urk, To.x) that was

presented in [21] for the general case and in [14] for discrete systems, and which is also denoted

the forward variable. The backward variable, By n(), can be computed recursively via

6k\N(7T) = Z Gz,ukJrl [P]zk,karl [B]zk,yw,z6k+1\N(Z)v (9)

z€I 41

for m € I, initialized by By n(7) = 1 for all m € Ty .
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1810 LOURENCO INES, et al.

In summary, to evaluate the smoothing distribution ay|y () for a discrete system, we:

i) compute the optimal inverse filter oy (7) from [14];
ii) compute the backward variables By (7) via the recursion (9);
iii) combine the filter ay () and B n(7) using (8).

4.1.2 Numerical Results

We consider a three-state system so that 7, € R?, and the filter a () and smoother ayy ()
yield probability mass functions (pmfs) over the 2-dimensional unit simplex.

In particular, we consider the following randomized adversarial system:

0.7 0.2 0.1 03 03 04
P=101 04 05|, B=1]01 08 0.1}, (10)
0.1 01 08 0.1 04 0.5

with 4 = {1,2} and a G that yields the first action if [mg]; > 0.5, and the second action
otherwise.

Figure 6 illustrates the smoother ags(m) = p(m3 = 7|a1.6, To.6) computed via (8). Its CME
is marked with a brown circle and the adversary’s actual belief as a black star. The smoother,
having access to additional data than the optimal inverse filter, (i.e., the actions u4.¢ and states
Z4.6), rules out one of the potential beliefs of the adversary. Consequently, its CME is closer to
the actual belief of the adversary. A more detailed comparison of both can be found in [14].

Optimal Smoother
ak\N (71')

[7]3

Figure 6 The figure shows the smoother ayn(7w) at time & = 3 and N = 6. The bars
display the probability mass function (some beliefs have zero probability). The
actual belief of the adversary is marked with a black star, and the conditional
mean estimate (CME) by a circle. It should be noted that the smoother’s CME

lies close to the actual belief

4.2 Estimating Private Beliefs from Observed Decisions

As discussed in the introduction of this section, papers [9, 11] do not consider how to obtain

the private beliefs if only actions based on them are observed. An alternative approach to
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the Bayesian one outlined above is the following, based on inverse optimization. We consider
sequential stochastic decision problems and determine the set of beliefs that a rational adversary
could have held given an observed action. To elaborate, above we considered only the resulting
policy of the adversary G. In this section, we put structural assumptions on how G is computed.

To do this we first need to specify the decision-making process of the agent. The classical
model for decision-making under uncertainty assumes that a Bayesian agent chooses that which

provides it with the highest expected utility!23 25!

Associated with each state z, € X is a cost
function c(zx,ur), where ux € U C RY is the decision variable and U/ is the decision set which
in this section we assume is a subset of Euclidean space. The rational agent makes its decision
uj;, € U, based on optimizing its expected cost (conditional on its private information)[%’%].
This expectation depends on the observations Oy collected by the agent, which can include
observations directly measured from the system according to the HMM model but, in fact, here
we allow for the observations to be arbitrarily generated by the system — Such information
can include abstract measurements such as gossip, rumors or other information. The sequential

decision-making process is as follows.

1. New information is made available and the private information is updated to Oj.
2. The agent uses its private information to update its private belief, 7, as in (3).
3. The agent solves the optimization problem:

min Erk c(xk,uk) | Ok}
s.t. wup €C,

where C C U is the feasible set. The conditional expectation is computed with respect to
the agent’s private information (sigma-algebra) O. Note that with a discrete state-space
X, problem (11) becomes

X
min mg)ic(i, ug)
o 2 1)
s.t. up €C,

when written out explicitly, where 7, € [0,1]% such that 177, = 1.

4. An optimal decision uj — from the set of minimizers of (11) or (12) — is made and
publicly announced.

5. Time k is increased by one, and we return to Step 1.

Problem 4.1 can be written more specifically in this context as:

Problem 4.4 Decisions are made according to the procedure specified above. The state-
space X = {1,2,---, X} is discrete and the decision set &4/ C RY is continuous. The cost
functions {c(z,u)}zcx, constraints C and the decision uj of an agent are known. Determine
the set II; of private beliefs 7 that are consistent with the public data.

The assumption that the agent’s cost function ¢(z, u), as well as its constraints C, are known,

is not unreasonable: for example, the costs might related to utilities in a game with public rules,
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or they might be reconstructed (using, e.g., revealed preferences/?6: 27)

or estimated (see the
case-study in Section 4.2.2). We thus refer to the costs and constraints, together with the
announced actions, as public data. The private information O and the corresponding private
belief mj are, however, typically not known — Nor are they supposed to be.
4.2.1 Algorithm to Estimate Private Beliefs

Problem 4.4 is solved by leveraging results from inverse optimization (e.g., [28-31]). The
key idea is that the Karush-Kuhn-Tucker (KKT) conditions (e.g., [32, 33]) for the decision
problem (12) are necessary and sufficient under the follwing assumption:

Assumption 1 For fixed z, the function ¢(x,u) is convex and differentiable in u. The
constraints C are affine C = {u € RY : Au = d,u > 0}, for some A € RV*V and d € RV.

Under Assumption 1, we have the following:

Theorem 4.5 (Solution to Problem 4.4) Consider the setup in Problem 4.4 under As-
sumption 1. The agent that made decision uj,, at time k, could have had a private belief my, € RX
if and only if this 7w lies in the affine set 11, specified by:
IxeRY, veRYN st
71—T]l:17 7(-207 )\207

My =qmeRY . Ni=0if[uji #0  fori=1,2,---,U, . (13)
X
> [w]iVuc(i,up) = A+ ATv =0
=1

The proof of this theorem consists of deriving the KKT conditions and considering not
the decision variable u; but instead the private belief 7, as an unknown variable. Since the
cost function is convex and the constraints in the problem (12) are defined by affine functions
(under Assumption 1), constraint qualification (e.g., [32, 33]) guarantees that these equations
are in fact also sufficient for optimality. Hence, a candidate private belief in the simplex
{r € R¥X : 7 > 0,771 = 1} would make the observed decision u} optimal in (12) if and only if
corresponding v and A exist. This means that the adversary observes the action uj, performed
by the decision-maker and, using the inverse optimization relation (13), reconstructs a set of
beliefs, IT(uj) that includes the private belief of the decision-maker. The extent to which its
privacy is compromised is discussed in [13].

In [12], bounds 7} € R¥ and &, € RX are provided on the private belief, as well as the
solution to the problem of finding the closest private belief 7y, that is consistent with the public

data given a prior estimate 79 € R¥ of the private belief .

4.2.2 Case-Study: Estimating the Investor’s Belief from their Portfolio Allocation

In this section, we apply the result presented above in a financially themed case-study.
More specifically, we estimate the private belief of a risk-averse investor based on observing his
portfolio allocations.
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In investment sciences, there have been substantial advances in regime-switching market
models (e.g., [34-36]) that take into account that market conditions, also known as trends,
(randomly) switch between different states, z;, € X. The investor is faced with the question:
Given U risky assets, how should a fized amount of capital be invested so as to mazximize the
risk-adjusted return under switching market conditions?

Denote the portfolio allocation vector by uy € RY, where a fraction [uy]; of the total capital
will be invested in asset i. Usually, one requires that 1Tu; = 1 (that the full capital is exposed
to the market), that ug > 0 (it is only allowed to buy assets, not sell them short), and that
investments are held for one full time-period. Each market state x; results in a different mean
vector p, € RY, and a corresponding covariance matrix ¥,, € RV*V for the different assets.
For a given risk aversion parameter v € R, which quantifies how the investor trades potential

return against risk, a regime-switching mean-variance portfolio allocation problem is of the form:

min  E,, {yup X, u, — ufkuk | Ok}
ue €RY (14)
s.t. ]lTu;C =1, ux >0,

whose solution provides the investor with the portfolio giving the optimal risk-adjusted return
for period k. Here, Oy, is the investor’s private information that is employed to compute the
posterior distribution of the current market state xy.

Public stock data allows everyone to form estimates of the expected returns and covariances
under different market conditions, meaning that, in practice, the cost functions of a Markowitz-
type investor can be approximated. However, clearly, the success of an investor is closely
related to how well he or she can estimate the current market conditions. This estimation de-
pends on private information; for example, rumors or privileged information. Reconstructing
an investor’s private belief could allow for, e.g., change detection; which could indicate insider
trading, and/or reverse engineering trading strategies.

4.2.3 Numerical Results

In order to visualize the results, we consider synthetic three-regime portfolio allocation
problems, as in (14), with X = 3 and U = 3. This means that both action and belief spaces
are represented by two-dimensional unit simplices.

Figure 7 exemplifies on the left a case where the set of consistent private beliefs Il is not
a singleton. We computed this set using Theorem 4.5, and it is depicted as the green region

(line). As expected, the actual private belief 7, (marked with a black star) lies inside this set.
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Figure 7 The actual private belief 7 is marked with a black star in all figures. On the left,
the darker green region corresponds to I — the set of beliefs consistent with public
data (defined in Theorem 4.5). On the right, the green triangles mark the beliefs
that are estimated when perturbed cost functions are used. Note that a different
example (one in which the set ITj is singleton) is used, compared to that in the left
figure

Moreover, the cost functions c¢(z, ) incurred by an agent are not always known with cer-
tainty. To explore the sensitivity of our results, we added random perturbations to the cost
functions when estimating the private belief. To illustrate the results, we consider, on the right,
an example where the set IIj is singleton (i.e., it contains only the actual private belief 7).
The results of 40 simulations are displayed. Random zero-mean Gaussian elementwise pertur-
bations of standard deviations 5% and 10% were added to both the means p, and covariances
Y. Clearly, the results are robust to small perturbations since all the estimated private beliefs
lie close to the actual private belief. A more elaborate description together with additional

insights can be found in [12].

5 Belief Protection: Counter-Adversarial Decision-Making

Algorithms for estimating the private belief of an agent, like those presented in Section 4,
are useful since they form the foundation for predicting the agent’s future actions. However,
they also enable a number of attack vectors for a malicious actor. Assume that the actions of
the Bayesian agent (the agent, or the decision-maker) are seen by an adversarial agent (the
adversary), that maliciously aims to estimate its private belief. In this section we study the
counter-adversarial problem of how the decision-maker can protect its private belief from the
adversary, while, at the same time, limiting its increase in cost:

Problem 5.1 How should an agent modify its optimal decision in order to not expose its
private belief, while limiting its cost increase due to taking a suboptimal decision?

This counter-adversarial decision-making problem has a vast number of applications, ranging
from security of cyber-physical systems to protection of investment strategies, passing by ana-
lyzing how social and economic herding occurs. In social learning, privacy constraints prevent

the estimation and disclosure of an agent’s private belief to the other agents. Another potential
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area of application is the portfolio allocation setup presented in Subsection 4.2.2. Consider that
a competing investor wants to make an informed investment decision as the one of a successful
investor, but does not have its expertise and knowledge. By observing the actions of the main
investor, the competitor wants to infer the private belief of this investor.

In summary, the setup considered is as follows. At each time step, the agent described
in Subsection 4.2 — henceforth referred to as the original decision-maker (ODM) — collects
information regarding its environment and performs an action. Assuming that it is aware of an
adverse threat, it must consider the question: If I publicly announce the decision uy, what is
the set of beliefs IT(u}) consistent with my decision that the adversary can determine? As was
demonstrated in Subsection 4.2, the set includes the actual private belief, 7, and, therefore,
the privacy of the ODM is compromised. We propose a Counter-adversarial Decision-Maker
(CDM), that adds to its decision-making process the obfuscator block shown in blue in Figure 8
to conceal its private belief from the adversary. While the ODM performs the optimal action
uy, with cost ¢j,, the CDM performs a suboptimal action uy with cost ¢x.

System | Sensor | Yk Filter T Policy up,ch A .
: : : w
mré 1I(uk)

Figure 8 A Counter-adversarial Decision-Maker (CDM) uses an obfuscator block to trans-
form its decision uj, into a suboptimal decision u; with cost ¢, by optimizing a
privacy measure ¥ (ui). The adversary observes the decision (now uy) and, again,
reconstructs a set of beliefs (now I (ux)). The new decision uy is chosen such that,
unlike for the ODM’s in Figure 5, the CDM’s privacy is not compromised.

Performing a suboptimal action uj entails an increase in cost (¢x > ¢}). Thus, protecting
its privacy comprises a trade-off between how much the decision-maker is able to obscure its
private belief versus how much it is willing to pay for doing so. Problem 5.1 can be formulated
as:

may, )
s.t. ux €C, (15)
Eq,{ c(zp, tx)} < ci(1+0),

which should be interpreted as follows. Obfuscating the decision-maker’s private belief consists
of making a suboptimal decision uy, such that the set of private beliefs reconstructed by the
adversary, II (uy), from (13), maximizes a certain privacy measure ¥(uy). The last constraint
represents how much (measured by the obfuscation cost budget b € R ) the agent allocates to
obfuscating its private belief.

Problem (15) is generally computationally intractable to solve exactly, since the privacy
measures ¥ (uy) are typically not concave. We propose a probabilistic framework based on a

similar concept to that of randomized actions in Markov decision processes, covered in [37].
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This idea originated from the introduction of “mixed strategies” in the field of game theory!3®!.

For approximate methods to convexify the problem, we use Monte Carlo integration!®®. This
method is particularly useful for integration in high-dimensional spaces, since it has been shown
to have an accuracy in terms of the standard deviation of the error independently of the number
of dimensions.

We assume that the distribution pg, (-) is a probability mass function over a finite set of
points {ﬂ,gl)}{\il. Then, the problem solved by the CDM becomes the following:

Theorem 5.2 (Obfuscation of the Private Belief on Average)

can, assuming a policy concentrated in M actions, be written as:

Optimization problem (15)

M
om0
max ;[ph (uy”)
st. =0 if @’ ¢c,

} c"(1+0), (16)

M

3 bl {Zm ofi, 1)

=1 i=1

[p]lZ(), l 9 a l—1

1:1
which is a finite-dimensional linear program and, therefore, computationally efficient to solve

using existing solvers.

5.1 Numerical Results

In Subsection 4.2.3, we saw that a rival investor (i.e., an adversary) that has access to less
(or worse) private information than a main investor from Subsection 4.2.2, is able to estimate
a set of private beliefs consistent with the private belief of the investor solving (14). In this
section we show how the investor can utilize (16) to protect its privacy.

Suppose there are three risky assets and three market states (i.e., U = X = 3). The investor
allocates 10% budget to preserve its privacy (b = 0.1) and aims to do so by using a maximal

obfuscation measure:

W(uy) = dist(mg, I () = min |me —yll, . (17)
yEI (uy)

In other words, this measure states that the agent wants the reconstructed set to be as distant

as possible from the actual private belief. Other privacy measures are discussed in [13].

The left plot of Figure 9 shows the actions chosen by the decision-makers at a certain
timestep k. The ODM solves problem (12) and selects action u}, which is the optimal action if
there is no adversary. The CDM solves problem (16) and takes a random action between those
in the set {ug)}l 1 (defined in (16)) marked as (orange small), where each has a probability
given by the vector p, here represented as the bar on top of each action (orange line). In this
case, two actions had a positive probability of being chosen and the chosen action is denoted

as up.
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[uk]s Action Space Agz Belief Space
Ouk 0
1 * Tk
0.2 A II(uy)
0.8 o) (@)
o =< ~
\&b 0.4 06 % ----- dist (7, II(Ty))
1 0.6
] U
Uk |1
0.8
Lk 0.2
1/ .
0 02 04 06 0.8 1
[ka

Figure 9 The left plot represents the action space with the actions chosen by the two decision-
makers (green triangle, orange dot), and the right plot the belief space with the
respective sets of beliefs reconstructed by the adversary according to the actions
chosen; at a certain time step

The sets of beliefs that the adversary can reconstruct from each of the agent’s actions at this
timestep (described in Section 4.2) are illustrated on the right plot of Figure 9. In this example,
all the sets have a single element. The actual private belief 7 of the decision-makers is shown
in black (star). The privacy of the ODM is compromised, since its private belief belongs to the
set of beliefs reconstructed by the adversary (7, € II (u}) < dist(my, II (u})) = 0). On the other
hand, the suboptimal action performed by the CDM has allowed it to successfully obfuscate
its private belief (7w ¢ II(uy)). Nevertheless, according to the mazimal obfuscation criterion
chosen, the level of privacy depends on the distance between m and I (uy), shown in dashed
lines and computed by (17).

Over fifty time steps, while the ODM’s privacy is always compromised (the distance is zero),
the CDM managed to increase its privacy to an average of 0.8 (where the maximum distance
between two points in the simplex is approximately 1.4). The cost increased by 9%, which is
still less than the allocated budget of 10%. More details can be found in [13].

6 Conclusions

In this work we explored the inverse filtering, belief estimation and privacy protection prob-
lems on HMMSs. For the first, we showed that HMM parameters and sensor measurements can
be reconstructed from posterior distributions of an HMM filter by using a nullspace clustering
algorithm, which was exemplified with a sleep tracking example.

Since the posterior distribution (also called belief) is often not known, we next considered the
problem of estimating the private belief of the agent from its actions, in two different setups. In
one setup, by taking the full generative model into account to compute the optimal smoother for
the private beliefs, we obtain a full probabilistic characterization of how likely different beliefs

are. In another setup, given only measurements of the decision-maker’s decisions and known
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preferences, we reconstruct a set of beliefs that either includes or is equal to the true belief.

The problem of estimating agents’ private beliefs has implications in, for example, social
learning and portfolio allocation, where it raises important questions of privacy. We thus next
showed how an agent can modify its optimal decision in order to not expose its private belief,
while limiting its cost increase due to taking a suboptimal decision.

All in all, this paper provides (counter-)adversarial frameworks for estimating (protecting)
private beliefs of agents, and, from there, other characteristics of interest of their decision-
making process. In the future, it would be interesting to analyse the computational complexity
resulting from the estimation of growing sets of potential beliefs. Another extension would
be to study the case of mismatched systems (e.g., where the adversary does not have perfect
knowledge of the transition kernel P). We would also like to formulate the counter-adversarial
problem in a game-theoretical framework, where the adversary is aware of the obfuscation
mechanism used by the decision-maker. It would also be interesting to apply counter-adversarial
decision-making to the smoother.
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